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Cloakware DRM Solutions

OMA DRM 1.0 Client for Windows Mobile™ — based
devices

Cloakware OMA DRM 1.0 Client for Windows Mobile™-based devices successfully puts into
practice the digital rights management (DRM) standards established by the Open Mobile Al-
liance™ (OMA DRM 1.0) for applications operating in the wireless space. This version of the
OMA DRM 1.0 Client fully implements Microsoft's DRM APIs for the Windows Mobile operat-
ing system.

The future of mobile content security. Today.

DRM systems have become increasingly important tools for content owners interested in protect-
ing copyrights and retaining the value of their digital property. The goal of the OMA standards for
DRM is to promote compatibility and interoperability among DRM-protected content formats
and wireless device platforms.

For Windows Mobile-based devices, Microsoft has developed a set of generic DRM APIs specifi-
cally designed to communicate with DRM clients such as the OMA DRM 1.0 Client. Windows
Mobile DRM APIs are intended to be used for deploying and managing DRM client software, offer

a consistent user experience, and provide a smooth upgrade path.

In addition to supporting all mandatory and optional OMA DRM 1.0 features, the OMA DRM
1.0 Client emphasizes high-performance while maintaining a low footprint on the client device.

The Consumer Experience

For the mobile consumer, a successful DRM experience should be simple and non-intrusive. The
consumer should be able to purchase, download, and access media content with a minimum of
interaction. The following scenario demonstrates a typical consumer, Lori, as she uses a wireless
device with the Cloakware OMA DRM 1.0 Client to get the content she wants:
> Browse & Purchase: Lori uses a storefront to browse available content and make a pur-
chase.
> Download Content: Lori downloads the content to her device by clicking a link on a web
page provided by the storefront. Once Lori clicks the link, the download process behaves
like any other file download in Internet Explorer. Content and licenses are automatically
downloaded and processed by the OMA DRM 1.0 Client.
Access content: Once the content is delivered, Lori can access her content with media ap-

plications using Windows Mobile DRM APIs. She can simply open the file in the same way
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she opens any file.
When an OMA-protected file is opened, the OMA DRM 1.0 Client silently checks for valid licens-
ing, decrypts the secure content, and provides it to Lori’s media application.

> Renew Licensing: When Lori needs a new license for her content, she is automatically sent to the
storefront to purchase new licensing.

> Share Content Between Friends: When Lori wants to send a song to a friend, all she needs to do is
send the secure file.

The OMA DRM 1.0 Client checks that the file can be redistributed, and generates a file for redistribution.
In addition, the OMA DRM 1.0 Client enables Lori’s friends to quickly and easily acquire their own licens-
ing so that they can enjoy the secure content.

The Cloakware OMA DRM 1.0 Client Solution

To achieve a successful consumer experience in accordance with OMA DRM specifications, two main tasks
must be accomplished on the device: (1) recognize and ingest OMA DRM secure content and licenses
sent to the device, and (2) when accessing content, evaluate licenses so that rights management integrity
is maintained. In support of these requirements, Cloakware provides two components to be installed on a
mobile device:

> OMA Content Ingestion Agent
> OMA DRM Engine
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The OMA Content Ingestion Agent processes all OMA DRM secure content and licenses when it is re-
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ABOUT CLOAKWARE

Cloakware, an Irdeto company and part of the
Naspers group, provides innovative, secure,
proven software technology solutions that en-
able customers to protect business and digital
assets in enterprise, consumer and govern-
ment markets. Cloakware’'s two main product
lines include: Cloakware Datacenter Solutions
which help organizations meet governance, risk
management and compliance (GRC) object-
ives for privileged password management while
ensuring business continuity and the security
of mission-critical data and IT infrastructure.
Cloakware Consumer Product Solutions protect
software and content on PCs, set-top boxes,
mobile phones and media players. Protecting
more than one billion deployed applications
today, Cloakware is the security cornerstone of
many of the world’s largest, most recognizable
and technologically advanced companies. Head-
quartered in Vienna, VA and Ottawa, Canada,
Cloakware has regional sales offices worldwide.
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ceived by storing content and registering licenses. The download event mimics Inter-
net Explorer’s normal file download process, ensuring a consistent user experience.

The OMA DRM Engine responds to requests by device applications for access to
OMA secure content, whether for rendering, file management, or peer-to-peer shar-
ing. The OMA DRM Engine checks for licenses, evaluates the rights language of the
license, and decrypts the content for the application.

The OMA DRM Engine works in conjunction with Microsoft's Windows Mobile
software and DRM APIs. All device applications can support DRM content using the
DRM APIs to access OMA DRM Engine functionality.

Feature Summary

The Cloakware OMA DRM 1.0 Client supports all mandatory and optional OMA
DRM features, as well as several features specifically designed for Windows Mobile
devices:

> Supports all three OMA DRM delivery methods: forward lock, combined de-
livery, and separate delivery, including rights delivery via WAP push.

Supports the new Windows Mobile DRM APIs.

> Provides support to manage peer-to-peer sharing (super-distribution), and li-
censing of shared content.
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> Usesadditionalsecurityfeaturestosupplementthe OMADRM model,including:
> Encrypting all forward-locked content to prevent redistribution.
> Providing a secure clock to maintain the integrity of licensing constraints.
> Provides logic to evaluate OMA DRM rights expression language and enforce
licensing constraints, ensuring controlled consumption of OMA DRM con-
tent.
Maintains the integ rity of rights objects received by the rights issuer.
> Offers garbage collection functionality to remove expired rights objects and
optimize storage consumption on the device.
> Provides a simple and non-intrusive content downloading and licensing expe-
rience.
> Offers streamlined device integration for Windows Mobile devices.
> Provides a centralized DRM User Interface that supports 27 languages and is
easily localizable to specific customizations.
> Supports OMA content ingestion via URL, including download descriptor
processing.

*Cloakware is a subsidiary of Irdeto which is a Member of the Open Mobile Alliance
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